SICHERE

Operational support

for Check Point FW-1 solutions

Service

Our operational support for Check Point Firewall-1 enables
you to monitor your firewall systems by using an enterprise-
class monitoring network, as well as allowing you improve
performance and availability on a sustainable basis.
Software components, threshold values and system-
relevant trends are continually checked and the results
reported to the Bacher Systems Operation Center.

In this way, warnings or critical deviations are rapidly
discovered, enabling the support team to take corrective
action in a timely fashion. Your IT department is promptly
informed via e-mail.
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Our experts are able to identify abnormalities based on
the information collected and to draw up recommendations
to ensure the firewall solution is optimized and run
sustainably.

Properties and features
As part of our operational support for Check Point FW-1
solutions, we monitor the key components and parameters
of your firewall. These include:

@ Firewall-1 status

® Management status

@ FW policy and IP forwarding

® Number of parallel connections

@ Utilization of disks, CPU, network
@ Total status of the firewall solution
@ Cluster status

We would be happy to send you a comprehensive overview
of the checks carried out upon request.
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Operational support for Check Point FW-1 solutions

Our services
We offer the following operational support packages:

Basic Advanced
. System . ;
Aspects of operational support . operational operational
monitoring*
support* support*
Monitor the Check Point Firewall-1 solution v v (V4
Basic monthly reporting by Bacher Systems v v
Access to the Bacher Systems Monitoring portal
o v v
to create individual reports
Automatic call dedication
L : v v
through an existing service contract
Monthly reports on throughput, utilization and abnormalities
e o . v v
in addition to our individual recommendations
Version checks for system components v
Software updates (HFAs) v
Configuration backup (4
Auditing of users, objects and certifications v
by Bacher Systems
Upon request: v
Changes to the rule base by Bacher Systems
Six-monthly status meeting v

to optimize system operation

* Further information can be found in the description of services, which we would be happy to send you upon request.

Your benefits

The key feature of our operational support services is
the ongoing care we provide, delivering our know-how
and resources to the highest standards. The comprehen-
sive monitoring approach delivers all the information
our technicians need to keep your firewall in a secure
and operational condition — and this irrespective of the
operational support package selected. We work in a pro-
active manner and give you an overview of our activities in
the course of status meetings.

These activities enable us to reduce the number of operati-
onal disruptions, thereby improving the performance and
availability of your system and, by extension, satisfaction
levels of end customers. However, the greatest added value
for you is created by means of our professional know-how.
Thanks to our experience, we are able to ensure the efficient
operation of the Check Point FW-1 solution, allowing space
for further developments in your IT department.
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